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1 
PURPOSE OF THE REPORT


The purpose of the report is to provide members with an update on the long-
term potential of using mobile data services to improve performance and 
police officer visibility.


2 
BACKGROUND



Northumbria Police implemented pilot systems for mobile data in the late 
1990’s using vehicle based terminals but the pilots showed insufficient 
benefits at that time to justify the costs associated with a large scale 
implementation.


Since then the technologies have improved with smaller and more reliable 
devices available in addition to a greater choice of services to carry the 
wireless data e.g. GSM (as used in mobile phones), GPRS (data services over 
mobile phones), 3G mobile phone services and Airwave.


It was originally envisaged that Airwave would be the primary mechanism for 
the carrying of police mobile data due to its high levels of security, but it is 
now acknowledged that the current throughput capacity for data is much lower 
than expected and not suitable for all mobile services. This may improve as 
newer versions of the Airwave service are made available and the Home 
Office has indicated that Airwave is their preferred choice regarding police 
mobile services. 


Security is one of the major obstacles to widespread use of “mass production” 
mobile data services as most of these are inherently insecure. The ACPO 
Community Security Policy defines stringent standards for the protection of 
police data networks to ensure that all police forces are not compromised by 
the use of insecure products by a single force.


There are currently few products or services that actually meet the required 
specifications although work is ongoing with manufacturers to gain the 
necessary accreditation. As the use of police data is increased, the probability 
of security levels being increased beyond the current RESTRICTED level to 
CONFIDENTIAL will require even higher levels of security to be 
implemented.


However, acknowledging the challenges presented by the security issues, the 
potential benefits of using mobile data services to create mobile working are 
significant. Police officers are currently required to return to the office to 
perform updates to the computer systems following the gathering of 
information on enquiries, crimes etc. In addition, access to key information 
whilst on patrol currently requires the use of Airwave radio to contact 
communications rooms or other specialist centres.


Several recommendations were made from the Home Office sponsored 
Bureaucracy Task Force which related to the use of mobile data services to 
achieve efficiency savings. In addition the objectives set to increase officer 
visibility can be assisted by reducing the number of times an officer must 
return to the station.


The increased use of e-mail and electronic documents means that contact or 
reference to e-mail services have become an essential part of normal 
operational policing. This is even more significant in the community aspects 
of policing where personal contact and gradual improvement of relationships 
with the community is essential. The use of electronic policing services 
through the Northumbria Police web site will further increase this need to 
access such services from any location.


A pilot has been undertaken using Blackberry devices, which initially, will 
only allow e-mail and calendar information to be accessed. This could be 
extended to access the Intranet for reference information or even operational 
systems such as PNC, Incident Logging, crimes etc.


It is unlikely that this type of device will be suitable for all services required 
due to its restricted keyboard and screen size but it will give some indication 
into the practicality and usability of current mobile services. There are likely 
to be several different mobile requirements that may be best suited to different 
equipment and bearer services. This will form part of a future phase of the 
mobile data investigation


At a national level, work has already been undertaken to develop a national 
mobile data strategy (INFINET) and several forces have started similar pilot 
schemes. Work is now in progress to assess the most effective method of 
utilising existing force initiatives to contribute to a common pool of 
information.


Mobile data services are expensive to implement and require a significant 
capital investment. Issuing any type of device for the use of every officer will 
be expensive and there is a need to ensure that a multitude of equipment is not 
created which must be carried in addition to the already bulging utility belt.


There are plans to continue the existing pilot using the Blackberry device and 
evaluate the findings around June 2004. Work can then be planned to consider 
how best mobile solutions can be developed to meet specific operational 
requirements and provide a clear improved outcome from their introduction in 
conjunction with any national initiatives.

 
3 
EQUAL OPPORTUNITIES IMPLICATIONS


Nil


4 
HUMAN RIGHTS IMPLICATIONS


Nil

 
5 
FINANCIAL IMPLICATIONS


The Treasurer confirms that provision exists within the 2004/05 capital budget 
for the initial mobile data pilot.


6 
RECOMMENDATION


Members are recommended to note the contents of this report.

